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WHO WE ARE

This 21st century has explored that cyber communication is one of the
important vectors in globalization. As our country has already stepped towards
Developing Country (DC) from Least Developed Country (LDC), we have
increased using cyber communication with various important data. Our nation's
growing economy has already been acknowledged by the world leaders.
Nonetheless, we have also attracted many cyber criminals for the last few
years. In 2016, BGD e-GOV CIRT (Bangladesh e-Government Computer
Incident Response Team) was formed to manage Cyber Security in Bangladesh
Government e-Government Network and related infrastructure with highest
expertise to aware, prevent and/or investigate cyber vulnerabilities, threats
and/or attacks. BGD e-GOV CIRT mission is to support government efforts
to develop and amplify ICT programs by establishing incident management
capabilities within Bangladesh. We are also known as National CIRT (N-CIRT)
of Bangladesh.

This is imperative to state that we have formed with the nation's best experts
to manage cyber security in Bangladesh government’s e-Government network
and related infrastructure. Followed by ensuring scalable services by serving
as a catalyst in organizing national cybersecurity resilience initiatives
(education, workforce competence, regulation, cyber exercises etc.) among
various stakeholders. With these visionary steps on holistic cyber incident
response services, we are giving efforts to establish national cyber security
incident management capabilities in Bangladesh. At the end, we would like to
include that we want to place our footprint from small cyber threats to severe

cyber-attacks prevention.
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BGD e-GOV CIRT Services

In the cyber security world, this has been
denoted that security controls are three
kinds; a) Detective, b) Corrective and
c) Preventive. BGD e-GOV CIRT introduces
its services in two patterns in alignment with

above security controls.

CIRT Services are,

® Proactive Services

»  Security assessments

» Configuration and maintenance
services of security tools,
applications and infrastructures

» Intrusion detection

» Security consulting

»  Awareness building

»  Cyber Sensor

BGD e-GOV CIRT Membership

Towards BGD e-GOV CIRT's focus on
spontaneous effort for cyber security
prevention, its diligence has attained many
international memberships. Few of the
Memberships have been mentioned here. These
Memberships have given BGD e-GOV CIRT
enormous opportunities to attune with global
movements on cyber threats and measures.

Monthly Magazine
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Reactive Services
»  Cyber security incident handling
»  Vulnerability Assessment
»  Penetration Test
» Incident Analysis
»  Security Threat Notification

»  Incident Coordination

» Digital Forensic Lab
»  Evidence Detection
» Evidence Acquisition

»  Evidence Analysis/

Examination

»  Documenting and Reporting

AAPCERT €0l
e B Y ¢ - o
= W) o

J\ S
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BGD e-GOV CIRT At-A-Glance

High graded
BGD e-GOV CIRT is the national frontier equipments

between Cyber Threats and

Measures; where the organization

. . . . The National CIRT
is acquaintances with high graded
threat  prevention  equipment,

robust tools & techniques, world-class

Robust Tools and
Techniques

Trained Experts
|_.0ca| k

Policies and Measures, highly trained

International
Membership and

Collaboration

experts and more.

Services

Collaboration
with Law:
Enforcement and
Authorities of
Bangladesh
Proactive

BGD e-GOV CIRT has its

Reactive services and consultancy to
Services

provide holistic solutions on
Cyber Security in

Governmental institutes to

| BG D e-G OV c ' RT Private sectors. Its Proactive

. e . and Reactive  Services,
Holistic Solutions Awarness
Building
Consultancy

IT Administrative
User Training

awareness building

consultancy followed by its

\ upcoming  solutions  to
N\ enhance and enrich cyber

security measures, will give
Cyber Usage
Training to

Computer Users

substantial support in

Government and Private

sectors.
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BGD e-GOV CIRT Insights January - July, 2020

Registered
Incidents

Published
Articles

Published
Security
Advisories

Service

Govt. Office(s) [26] Provided

~ Bank(s) [1]
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INCIDENT CLASSIFICATION

Ablsile Content

Vulnenability Availability
17% 17%

Malicious Code

15% . .
Information Gathering

24%

Intrusions
7% Information Security
3%

Intrusion Attempts
16%

H Abusive Content M Availability M Information Gathering ® Information Security

M Intrusion Attempts M Intrusions Malicious Code Vulnerability

REGISTERED INCIDENTS IN NUMBER

II‘IIII'
N N

Abusive  Availability Information Information Intrusion Intrusions Malicious Vulnerability =~ Other
Content Gathering  Security Attempts Code
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BGD e-GOV CIRT Other Services

Bangladesh National Digital Architecture (BNDA)

integrate fragmented

The Bangladesh
National Dlgltal J e-Government 92 | §2b | g2e | g2g transparency | accounkability | corwerience | efficiency | ctzen ceniric
. § —
Architecture (BNDA) 3 [ Hh et .] clmen::.ju;;w-xe ] Reusadle a;a shared ]l A
z 3 L e e Services
envisions to deliver a 13 g Implementation readmag Architecture domains Core Foundation Companents
. ‘é m [ - -
connected, integrated H s ¢ < s R HOA Governance
o governed §_ E 2 — e
'3 2 . ; > Aeference medets
N = o =
enterprise. It is a | g JEe== : - & e
. y ’N‘ a 'Y 5 ™ a = 8 £ E Euu!r.nfmrmf-‘k
ractice that intends [ s Lol T I = e matuy tos
5 E ‘—-————‘.'————— 5 NDA portal
] = T i) NOA repasitary
to strategically plan to s E o Senvcz Dellery Ftform (52°)
- Mol Seridce Celliry Platfur (MSTP)
Operations NDA & Service Bus (SOM based)

£-5erviges (micro service hased)

government units to

Develop [ mplement Sustain

§

|dentify Strategize .

enable them deliver
best in class digital
services. BNDA also
plans to govern the
digital service delivery to ensure appropriate standards are adhered, so that necessary

integration, security and other aspects can be achieved seamlessly.

BNDA Components

e Architecture Repository — Comprising of frameworks, reference models, Future State Views

of Government entities Bangladesh National Digital Architecture (BNDA).

e Standards — Comprising of various standards on data, business, security, etc. along with

principles, guidelines and best practices.

o BNDA Digital Service (G2C, G2E and G2G) — Digital systems to transform lives of the people
of Bangladesh.
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e BNDA Services — Architecture compliance review service, guidance and emerging

technology innovation services.

BNDA Digital Services

e e-Recruitment System

o GeoDASH platform

e Blockchain platform

¢ Digital Service book System
e e-Pension System

e Food Procurement System
e Project Tracking System

e BOESL Apps

e BOESL HRM Application

Global Awards & Recognitions

e Open Group President Award-2018 & 2019
e WSIS Prize 2019- ITU
e Open Group Award of Distinction- 2019

e Finalist - Enterprise Blockchain Award

Open =wss

GROUP ’ PRIZES ENTERPRISE
BLOCKCHAIN
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e-Recruitment System

A secured web based platform to process govt. agencies’ job applications digitally. It enables
applicants to apply from anywhere from digital devices. Employers can process job
applications and shortlist applicants. It has online exam system with automated result
processing facility. A large question bank ensures managing assessment test with quality. It

utilizes BlockChain technology to prevent fraudulent practices related to recruitment exam.

Features Benefits
e Registration (One time only) o Decrease hassles of applicants/
e Publish recruitment Notice students for Job Application
e Apply for job e Reduce time of Job applications
e Update payment information processing for employer
e Prepare the list of applicants e Increase  Exam  management
e Prepare/send Admit Card quality
e Attendance sheet ¢ Uniqueness of questions is ensured
e Candidate Selection e Multiple sets of questions for same
e National ID (NID) verification e€xam

e Provision for Secure starting of any

, exam
Applicants
Recruited o e Managing job applications with
0
ease

Application
Processed

Projects /
Agencies

Posts
Advertised

Recruitment
Notices

Unique
Visitors

+ +
O O
5 5
LO (@)
— 0
O

THE

Opéﬂ Open Group President’s Award 2019

GROUP
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Food Grain Procurement System (FPS)

Food Grain Procurement System is a web Based application software to manage & control
food grain procurement activities from internal market. Main Stakeholders are Farmers,
Millers, Upazilla Agriculture Officer, CSD/LSD (Central Storage Depot/ Local Storage Depot),
Department of Agriculture Extension (DAE) and DG Food Office. DAE and DGF are service

owner, BCC is facilitating service development & maintenance.

Features Benefits

¢ Management of Crop procurement o Decrease hassles of applicants/

e activities students for Job Application

e (Capture Procurement Target e Management of Crop procurement
(Upazilla Wise) activities

¢ Notification to farmer via web/sms e Reduce hassles of Farmers to

e Real-time dash board for supply paddy
stakeholders e SMS notification for farmers on

e Various reports different occasion

e Integrated with national e-service e Facilitate decision making process
bus when the season is ongoing

e Complete visibility for DAE and DG

Food office over system activities

e Registered ¢ Piloting
Farmers Upazillas

Version# CIRT/MM/08-20/1.0
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o= SuRRe ufe o) Sg:

We have a surprise for Sams club Shoppers !! ©

o sam's Club Survey [Hr3cO0@hr3c0.us Jia compute-1.amazonaws.com
» tome -

Trizgd-: o B (email address) 9= F1 @R

IRe: Claim Your $550,000.00 Relief Package | D Spamx &5 2
IYahDD! Relief Funds. <sara.pipi@alice.it> | Sat, Jun 6, 1246 PM Yy 4,
w» fo -

e This message seems dangerous

Similar messages were used to steal people’s personal information. Avoid clicking links, downloading attachments, or replying
with personal information.

YAHOO! CODVID-19 RELIEF PROGRAM.
Codvid-19 Response Unit/Division
Istanbul, Turkey(Europe/Asia Pacific)
(Yahoo! Corporations Gives Back!)

Dear e'mail user,

We would like to be sure that your email is active, " You have been qualified to receivsl%ﬁﬁﬂ,ﬂﬂ[],[][]" in our 2020 Yahoo! Codvid-19 Reliefdraws,l

TUIRAA-3: P SIZANE Sffer T RN Siees A#IRH I I AR

FFAAFIA TP AT G A 3-(NETH O FIRF I T (WL AAfH0® 1 (3¢ I 2@
TR AN IIQFFIA A2 @A FES AN BT (A3 R 3373 (TS A=A |

CICHCg I, AT @2 JIFTS g6 o567 T N 52 e 22 e
AP W IJR2H IR TABIRAT I ACF | @YTeTee "R iR I ;e 0@ o
AR T 2F |

AR, @b I Sors A 9 @ AT I (AT G 3-(N3e (SuizIar=g=is
xXyzosq@hotmail.com) s<=12 a3 {55 I GIRFFIA (AT Tivw w71 wierey @bt
ATy f2IM fofe® T ¥ @t 39-397 (e AfRew =)
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ACVRGE 3-C3H OF A Yfer @ form afets b

AT ST TA 26 IS A AAIGAS 2-(N2ET AT ALY FIRAD BTG (I T FT G2
e f7e o4 (AT Re@ 11 @3 51 Yfercs [fen e 3 @e (Trojan)
PFCS AT T M AN A IR FCOIEE g e, 792w
G T ol TS A RTINS Gieers / il o275 2 o (©br ez 90
A er @ 79 S IR AR
(Phishing) 4= 13 gt “iez|

Reficcrm Snigad =@l 9% B-CUREeee
AN ZMHe oW @ Ol GFSH
(FedEx) @32 fGazpes (DHL) @3
AT AL (A ST SId
fores fere MY IRRATFINT “FS0

G FA00 ANMES 6231 s @
/ T A @S AN @A FIGFoS 25
—§ AR FHCO @l US|
foas fefAi (Phishing)

G2 2% T R ST PR (A TRYF 3R -2 (I & FI—H?
AN 2-1391 Y& IO IS FAR?
T3S GHEES A o757 311

FIETT A ARKGTAN 0T ALY FIZ 47 =0t 7ot wea1 Swrggeregst: I
FIzehw 9% abe.jpg = ©RE jpg 9HETEE W @t @3 =R abe.avi e o1
2 G 93 ofoe 13| IAFINA @ GHETHT GO Soe ©f 25 .exe, I ©ie
TS A TSI IS TIHEN & | AFHIRINIT QYT TN SIF (@l FEF @
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ST AN A2 IS T SifG-SI3A 992 3-(N2e ORI FARARPIAN@ 751 @S
QTS M|

A QG el G @fSe e fbw Jjjar, .cpl, .bat, .msi, .js, .wsf Tesifu

JAR: They can take advantage of Java runtime insecurities.

BAT: Contains a list of commands that run in MS-DOS.

PSCs: A PowerShell script with commands.

VB and VBS: A Visual Basic script with embedded code.

MSI: Another type of Windows installer.

CMD: Similar to BAT files.

REG: Windows registry files.

WSF: A Windows Script File that permits mixed scripting languages.

= =
| A Al |JS
PY PDF Js JAR
h, I q a I
</> 011 011
HTML EXE DOC DLL BAT
ba: T35 AHET
T @fb 3 93l oResT T2 |2
9GS SieT 263 Tib®, OF JIRITFINNL (5 NOFO! SReTae FACS A | SFNIFIA ASCFIHTE

P FI3e MAE GIAFFINT TSI HLFINS IS 2| AibT® Wit (Imacros)
QFCS ANF, A 7y fAuE I iz Reaan i o wigaba @;Gw m e o
2 O @it Wit #1391 @@: .docm. pptm, and .xIsm eI O3 FEs
ARG R TP T2 JRRF FAF TN g TA (AT A612 ¢ A=A
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SISO AW WIS #HieE, I 2@ TR wFize A & ((az, .rar, or .zip)
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S FI QOIS YIFIHA AT R FCH P O ATS WIS [P AKCS A

T st w1 HYFF MR (FING 3-(3eT (AT AT 932 @fS (WA &y @3 ATeS s
0T, G MG 0O A | AL, A5 I FIZM0 AT oiest (*e® 2 9 (3 @it

e T3 (AT WO
H - Attached Image - Message (HTML)
FILE MESSAGE ADD-IN5
S S ElMeeting | Y - E 1 »
T il . S IM ~ 0 OneNote LD
& junk- Delete  Reply Reply Forward Move __ Report lark Categorize Follg
- All =[] More ~ v B Actions~  p. Spam ' v Up
Delete Respond Move Sophos Tags
Wed 27/04/2016 10:04 AM

SCE]f“lﬂ:':‘f':_@':’ﬂf';_]| Lda DO n0t Open this .Zip f”E.

Attached Image

Message i,0924_006.zip 3 KB)

a8 &l F13e1 JeYe 2-(3eA

7T AP @ N SHIFH-SIZAT G4-IT FA1
(PG 2-(NZ ALY B 1 AP JIALFIN M AR (AT FCIH ©IRC SISH-
(T FAF A7 SIFB-SIZA0T (e e AEIR e =1 I ey, w1z’ Jies)d 2
JRRTFIN SIB-SIZART (AT TN FTSIE PIZGCE FI1o S| FATHI (AP FILAD
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Data Center Management Best Practices

Data Center Management is a holistic process to oversee the operational and technical issues
within a data center. It includes environmental control, physical and logical security, network
connectivity, hardware server and storage operations and management of the services and
applications. Running a data center is a complex undertaking. In addition to maintaining the
strict physical security measures and logical security protocols needed to secure data, facility
personnel face an ongoing challenge of optimizing IT infrastructure to improve power
efficiencies and maximize cooling capacity. Quality data center operations are a key
differentiator for customers looking for the best possible partner to house and manage their
IT infrastructure solutions. Data centers are more than just an investment. They are a critical
resource that customers depend upon. This makes it critically important for a facility to
implement a variety of management and maintenance best practices to improve its data center

operations.

The very best managed data centers achieve that status because they have well documented
procedures for everything. That means operations and facilities staff have a script to follow
for everything they do and even for events they never encountered before. Data Center
managers need to establish a culture among the data center staff that embraces and strictly
adheres to the documented processes. Customers look for a data center culture that literally

celebrates and compulsively adheres to process and procedure. And the first place they will

O

find the crucial evidence that such culture
exists is in the documentation, because it

is the documentation that makes data

center operations and facilities
management standardized and repeatable,

and empowers continuous improvement.

Collaboration among data center staff is
essential for a well-managed data center.
This must be embedded in the

organizational structure as a linchpin of _
ongoing process and documentation O

B

efficiency and even disaster response. The Uptime Institute states that the separate IT and

evolution and a key contributor to

Version# CIRT/MM/08-20/1.0 16
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facilities team that operate in data centers should be closely aligned that they become one

“Integrated Critical Environments” (ICE) team.

For a data center to maintain consistent reliability and availability across a varied and changing
footprint requires constant monitoring and maintenance of critical systems. This helps to avoid
the avoidable problems. Data Centers need to have effective monitoring and maintenance
strategies and processes to help protect them from unplanned outages, and reduce repairs

and downtime related costs.

To well manage a data center, efficient and effective planning is necessary. It provides insights
about equipment including their location, current capacities, and projected growth. That is
why data center managers need to do proper planning in a timely manner so that they are
able to oversee inventory, anticipate capacity needs, and prepare for new implementations.
It is necessary to have well documented change management procedure, which needs to be
followed strictly. Also it is necessary to get stakeholder support when implementing change
to avert resistance. There must be a Disaster Recovery Plan (DRP) and a Business Continuity

Plan (BCP) to ensure operations in an emergency.

The importance of well-trained staff including ongoing training for efficient operation of data
centers cannot be overstated. It is very important to have proper training program to train
data center staff so that they always remain at the top of their game. Without continuous
training of data center staff, data centers cannot increase operational efficiency and
effectiveness. It is also necessary to benchmark for tracking performance of data center staff
over time. Data centers need to develop security awareness curriculum and provide training

to all data center staff on security to reduce vulnerability to man-made threats.

For data centers applying new technologies and honing best practice facilities design
standards is an ongoing process. But the best technology and design, alone, will not deliver
the efficient, high-quality data center. It takes an organization of experienced, well-trained,
collaborative staff with a commitment to rigorous adherence to standards and methods, to
deliver on the promise to always be up and running, come what may — to be the “Perfect Data

Center”.

Farhad Hussain
Reference Picture: Internet Senior Technical Specialist (Infrastructure)
Strengthening BGD e-GOV CIRT Project
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Standard Operating Procedure (SOP) of National Data Center

Purpose

This Standard Operating Procedure (SOP) will serve as guiding document to ensure
smooth operations of NDC. The objective is to achieve security, efficiency, quality
output and uniformity of performance, while reducing miscommunication and failure
to comply with policies. It will clarify processes by which all current and future
stakeholders of NDC shall be mandated to follow and adhere.
Scope

This SOP shall apply to all NDC staffs, government agencies, contractors, vendors,
visitors and all the stakeholders who are availing NDC services. This SOP shall also

cover all equipments that are located in NDC.

Introduction
NDC is a critical national ICT infrastructure, which serves as platform to efficiently

and reliably deliver G2G, G2C and G2B services. It is located in ICT Tower, at
Agargaon, Dhaka.

NDC Access Procedure

A. Primary Guidelines
The “National Data Center” is a restricted area required a much greater level of

control than normal non-public foundation spaces. Only those individual who are
expressly authorized to do so may enter this area. Access privileges will be grated
to individuals who have a legitimate business need to be in the data center. Any
guestions regarding NDC access procedure should be addressed with the Director,
NDC.

B. Role Definitions
i) NDC Staff: Employees who work at the National Data Center (NDC).

i) Authorized Staff: All BCC and ICT Division staff, authorized to gain access to
the National Data Center (NDC), but do not work at the National Data Center
(NDC).
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iii) Authorized Vendor: External service providers’ staff, authorized to gain access
to the National Data Center (NDC), through contractual arrangement and
appropriate approval.

iv) Visitors: All others who may occasionally visit the National Data Center (NDC)
but are authorized to be in the not National Data Center (NDC) without escort.

C. Access Authorization Levels
The National Data Center (NDC) is intended to provide a 24x7x365 high
availability, secure environment for systems that need a high level of security. All
personnel must have proper authorization to obtain access to the NDC. There are
several levels of authorization based on the access required. All individuals must
be logged when entering/exiting the NDC Center regardless of their level of

authorization.
C1. Level 111 Authorization

Level 111 authorization is granted to NDC staff whose job responsibilities require
that they have access to the entire area of NDC. Level 11l authorization provides

for unassisted, unescorted access to the entire NDC on 24x7x365 basis.
C2. Level Il Authorization

Level Il authorization is granted to a person who does not qualify for Level 111
authorization but has a legitimate reason for unsupervised access to some areas of
the NDC. Each NDC staff is granted Level Il authorization according to their job

responsibilities.

Each staff of authorized vendor is granted Level Il authorization according to the

nature of work and access area is determined on a case-by-case basis.

Authorized staff is also granted Level 11 authorization and access area is determined

on a case-by-case basis.

All NDC employees must complete NDC Employee Access Form while joining as a
NDC staff. This form is reviewed and approved by the NDC Manager and according

to the role of NDC staff the following access authorizations are granted:
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» Access to the Server room and Network room is granted to the
Infrastructure, Server and Network team members.

»  Access to the Power room is granted to the Infrastructure team members.

» Access to the Telecommunication room is granted to the Network team
members.

»  Access to the Fire safety equipment room is granted to the Infrastructure

team members.

C3. Level | Authorization

Level | authorization grants escorted assistance to the NDC during normal
weekday business hours (9 am - 5 pm). Entry to the Data Center will not be
granted to access cards assigned to those individuals who have received Level |
authorization. Level I authorized person must be escorted at all times by Level Il

authorized or higher personnel.

Visitors are granted Level | authorization. A person given Level | authorization to
the NDC must sign in and out under the direct supervision of a person with Level
Il authorization or higher. A person with Level | authorization must provide
positive identification upon demand, and must leave the area when requested to

do so.

All Client and his representative (Service Engineers and Support Staff) entering
data center for support must deposit their Mobile Phone, Camera, Bag at the
counter. They will not be allowed to take these items or any personal belonging

on data center floor for security.

D. Proof of Entry into the NDC
An entry register is kept at the NDC door. Everyone must log his/her details

(name, address, purpose, etc.) and sign in and out mentioning entry and exit time
to and from the NDC. Entries in the register are considered as proof of entry and
duration of stay of any person in the NDC. No other means of proof of attendance

is applicable unless so duly notified by the authority in writing.
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E. Data Center Door
All doors to the NDC must remain locked at all times and may only be temporarily

opened for periods not to exceed that minimally necessary in order to:

» Allow officially approved and logged entrance and exit of authorized
individuals

»  Permit the transfer of supplies/equipment as directly supervised by a person
with General Access to the area

»  Prop open a door to the NDC only if it is necessary to increase airflow into the
Data Center in the case on an air conditioning failure. In this case, staff
personnel with Level Il or higher authorization must be present and limit

access to the Data Center.

F. Exception Reporting
All infractions of the NDC Access Procedure shall be reported to the Director, NDC.

Individuals with Level 11 or higher authorization to the NDC are to monitor the
area and remove any individual who appears to be compromising either the
security of the NDC or its activities, or who is disrupting operation. It is particularly
important that individuals with Level Il or higher authorization show initiative in

monitoring and maintaining the security of the NDC.
Approval Procedure of Service Requests

All service requests received by the NDC staff must follow the following approval

process:

A. Services with no financial involvement

If a service request is received, which has no financial involvement then the
initiating staff of the said service needs to obtain approval from his/her

supervisor/manager before fulfillment of the service request.

B. Services with financial involvement

If a service request is received, which has financial involvement then the initiating
staff of the said service will forward the service request to his/her

supervisor/manager.

Version# CIRT/MM/08-20/1.0 21




Monthly Magazine
BGD e-GOV CIRT August 2020

The supervisor/manager will forward the service request with details to the

director, NDC for approval.

The director, NDC will decide whether to forward the service request for approval

of higher authority.
Equipment in the NDC

The NDC is intended as a limited physical access location for computer systems.
Individuals who administer equipment that is housed in the NDC should plan to have
physical access to their systems to perform hardware modification, repair, or
replacement only. With this in mind, all servers should be configured with secure
access administrative tools to allow for as much remote administration as possible.
Only if such tools are not available or feasible, will physical access to the Data Center

be allowed.

A. Equipment Installation

e The Equipment Installation Form must be completed for all equipment to be
placed in the NDC. NDC manager will deny entry to authorized staff or vendors
who intend to install or change equipment without a properly completed form.

e Equipment housed in the NDC must meet certain system specifications. These
include:

»  All new equipment must be rack mountable unless prior arrangements
have been made to allow a particular non rack-mountable piece of
equipment into the room.

»  Equipment that has a business need to be in the room and is currently
not rack mountable should be replaced with rack mountable units. If this
is not possible, the functions the equipment provides should be relocated
to hardware more appropriate for the NDC.

»  All equipment should contain dual power supplies (redundant), unless an
exception is made by the NDC Manager.

»  All rack mounted power distribution units must be connected to the NDC
UPS backed power grid, and must provide remote monitoring capability

to the monitoring systems.
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»  No stand-alone or rack mount UPS units will be allowed.

»  Placement of new systems and hardware in the NDC must be coordinated
with the NDC Manager and/or NDC Technical Team.

» As the number of systems housed in the NDC grows, the infrastructure
that supports the NDC must be expanded. This may mean a delay in the
deployment of hardware into the NDC until the appropriate infrastructure

(including console, network, power and rack space) is in place.

B. Equipment Removal

The Equipment Removal Form must be completed for all equipment to be
removed from the NDC. NDC manager will deny entry to authorized staff or

vendors who intend to remove equipment without a properly completed form.
Conduct in the NDC

In order to ensure that the systems housed within the NDC are kept secure, the

following policies apply to all personnel requiring access:

» All personnel who access the Data Center must have proper authorization.
Individuals without proper authorization may be denied access at any time for
any reason.

»  All authorized personnel must be logged in and out when visiting the NDC to
document the time and purpose of their visit.

»  Authorized personnel shall only access equipment for which they are
responsible. If any person accesses equipment for which they are not
responsible, their NDC access privileges may be downgraded or revoked.

»  Only members of the NDC Technical Team shall access the sub-floor or remove
a floor tile.

»  Visitors to the NDC must adhere to the visitor guidelines

»  Food and drink are not allowed in the NDC.

»  No hazardous materials are allowed within the NDC.

»  No cleaning supplies or any other liquid are allowed within the NDC without prior

approval.
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»  No cutting of any material (pipes, floor tiles, etc.) shall be performed inside the
NDC unless special arrangements are made.

»  All packing material must be removed from computer equipment/components in
the designated staging areas before being moved into the server area.

» In the event of an emergency contact the NDC Manager immediately.

Approved By:

Tarique M Barkatullah
Director (National Data Center)
Bangladesh Computer Council
ICT Division

Version# CIRT/MM/08-20/1.0 24




Monthly Magazine
BGD e-GOV CIRT August 2020

13319 fNAoey O] T I ToFS 8 FINT

SYLYFT 93 FIARLAN TS, 2514, A @ JIAEI Yool IR IR [ow 4707 ©27 @3e
CHI (MR WS ARG LN R TBINAL | AR TBIHED IRIT FF N7 qCL 07 A=t
QA F I 27 T [y, 07 ey Afviem, Sfoe w2t 397, Ir1 T8hE0 (Ruys,
AT, 7T) Ko ARCNY 1, @FF WA IIHRIET 277 T 7 FACS A=A

FHIACIEE AL O ¢ O ANSTE ey IONIH Rfon Spifaice=+ A TG @ G979
N SR ISR, [T AT AT FATHIR @ AL Frew s s 39163 (Installed) 2|
RfeR 4301 SR T AFETS 261 (I2© ¢ Sy 0r At wxzews (Mozilla
Firefox), 9o @™ (Google Chrome), sy« siwifs (Apple Safari), st
(Opera), 3516 @3 (Internet Explorer) gejif|

FHREG oo ©2 ¢ CRT ASTR & (WY ST I AT Y2 F41 27 O SR
TR 9 et fAf*es w1 @92 A IR 1 OIS g ST @9 wiEfbe
TSR MR @ SRR Ioes
ASTPIEFSICI (7T AT ST
SN (ST IS 6%
(Install) =3, s<ig® ©ite
el ff*e® w4t ACE =1

el fawe sy v =
P G2 SRR JCEE dF
farster fAf*ee w1 1 20, 39
@R TOREG @ AT ReN 4709 ©IZA, INSWIH A G WrodT (S,
JIRFFINT BT O FIATHIT @ A FACS A <2 G AT LI AR
FIRAIINT FITHTH G 7>)of frrel (o ST =0 AT

Version# CIRT/MM/08-20/1.0 25




Monthly Magazine
BGD e-GOV CIRT August 2020

STIR FoeTR @ et fAf*ee S oy g w1 e Sieeto=r =1 2|

y) felt TR ATER @ A3 EILA AT | JRRFFIRNE @2 EIHLACE SIteT T
AHETHT S FeeE (Configure) T4 It 363 Ioew @ f=rser [fwe =11 =3

R) RN @R Jrewis eeim (Update) et

©) SR JCEH a7 -3 (Plug-ins), sies== (Add-ons) @32 GHGT=A
(Extensions) ©iGAETE FH9 AT AGOT AFCS AE TS FoFT 219-397,
TGS T GG 375 I I A

8) IS 2AMN-3H MY EHIIM [N I SIS & AARGAN 2191-30 SA25e
(Uninstall) =11

€) Tt AP @ QAN SFIfFG-SI2AT [ Bl

v) fRfen 9= et s HIFCRT 29-301 IR I 932 TGRS s
(POpUp) KT AMHFIR GFE1 (Extensions) T2 T4 (@, Q7o A
(Adblock Plus) @G|

9) 0x-RT (AIATN @ B1CS w8-{G (AT @ F=rier g TF© 263 w8-RG «e sBR
T IR F 1

SR AN (A B G ST IO GRS &elj [5g FHOF©! SCIGT ST R0

) QTR JCEIT @ FAAR ANSTC FTH Tl B A% T4 I IIRATRINF PO
AT ST, TSI A S FOF (AT T SNPIF 2 ©ICE A3 AR
@ (P A (12 SIS (ATS A QTG APTSAG LT FAF &) JIATPIR
oM (@1 TFESIF FIRL FACO 2MES T, Iy Avrene o (KeePass
Password Safe)

}) STR T @3 Frefee Revifs (Browsing history) «3g s (Cache) 3=
el

©) SRR FreeE ¥ wGire (Autofill) FRr WiEw war e I SRR ITEF @
IR (I O ALAF® Jf A |

Version# CIRT/MM/08-20/1.0 26




Monthly Magazine
BGD e-GOV CIRT August 2020

8) IRIIFIA IM AT FICF I A (FIF FATHIEI STII ICTIR VKT IBIHEAG
IR I O@ ST Jow @ oot (e (Incognito mode) == =1
TS FE JIIFIAT (@I O QTR T @ 7eI™6® 9 A |

TR AR 2 AGOO13 2ACH (N9 A 2 (o FACo |

RN SRy e
=f< 343 O | SRR BRSRG copfae
R& 2-o1® 6

Version# CIRT/MM/08-20/1.0 27




Monthly Magazine
BGD e-GOV CIRT August 2020

Cloud Security Maturity Model (CSMM) Diagnostic Report

Introduction

Both team have co-developed the Cloud Security Maturity Model (CSMM) to help organizations
understand the maturity of their current cloud security practices across 12

categories over 3 domains. BGD e-GOV CIRT partnering with Cloud

Security Alliance to integrate the CSMM into their cloud security

research program as well as their certification and training

P initiatives. The diagnostic is meant to help organizations
Y understand what their cloud security journey looks like,
and more importantly, to be able to consciously

determine how mature they want to be for

each category.

Understanding Your Cloud Maturity Report

The CSMM is a set of guidelines, not all of which will work for every organization. Organizations
should use the model as a starting point and a means to make decisions about how much
investment in each category makes sense for their environment. To help gain value from this
report, here we detail the 3 domains and their role in helping increase the maturity of your

cloud security program:

Foundational Domains
Represents the core, critical domains that ensure a secure baseline on which to build your

cloud security environment. This is where you start laying the foundation for a strong cloud

security program.

Structural Domains
Represents what would traditionally be considered security and become the building blocks

of your cloud security program. This domain is about understanding the differences in how
the technology of securing resources works and leveraging both automation and

orchestration to enable all of the requisite controls to work in an agile, adaptive manner.
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Procedural Domains
Represents many of the fundamental process and procedural changes required to protect

Monthly Magazine
August 2020

your cloud environment(s) reliably and consistently. Each category highlights how the cloud

is different than traditional datacenters and what you must do to embrace those differences.

LEVEL

No Automation

Manually managing
policies/procedures, mostly
through console.

Architectures resemble
traditional infrastructure (e.g.
low use of serverless and high
reliance on network security
controls).

1AM mostly ad-hoc with little
to no federation.

LEVEL 2

Simple Automation (SecOps

/

Basic provisioning.

Some FaaS/Lambda.

Project specific, not
coordinated across accounts.
Initial use of infrastructure as
code (Terraform/
CloudFormation), hut security
not consistently engaged in
design/review.

Federation on some accounts,
but limited use of MFA due to
difficulties supporting teams
(especially on the

command line).

Domains Maturity

LEVEL 3

Initial automation typically
scripted through FaaS/Lambda.

Automation still executed
manually.

Some third party tooling
(orchestration with other tools),
Federation on most accounts
with widespread MFA, but still
gaps on consistency.

Security starting to review,
design and promote use of
CloudFormation/Terraform.

Foundational

Procedural

Version# CIRT/MM/08-20/1.0

LEVEL 4

Guardrails

LEVEL 5

Automation Everywhere

Automation expands into
guardrails across multiple
accounts.

Expanding library of
automation.

Big shift from manual creation
and execution to running
automations off a centralized
platform with centralized
management and reporting.

Consistent use of federation
and MFA, with some gaps
supporting toolchains.

Structural

Centrally managed.
Covering all of the domains.

Integrated into infrastructure
as code environment.

Built-in to the stack with
provisioning automation.
Federation and MFA working
consistently across toolchains
(e.g. command line support).
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Compute

Virtual servers allow

users to deploy,
manage

and maintain OS and

server software;

Elastic Compute instance types provide
Cloud (EC2) Azure Virtual Machines | Compute Engine combinations of
Instances

CPU/RAM; users pay
for
what they use with the

Virtual servers

flexibility to change
sizes

Collection of virtual
Azure Virtual a1 machine templates to
Amazon Lightsail Machines and select from when
Images building

out your virtual
machine

Provides clustering and

an orchestration layer
for

controlling the
deployment of

EC2 Container Service Container / containers onto hosts
(ECS) Azure Container Kubernetes Engine and the
Service management of the

containers within a

Container instances cluster

Repository service for

storing container
images
that is used to create

EC2 Container Registry | Azure Container Container Registry )
Registry different types of
container deployments
Deploy orchestrated
containerized
applications
with Kubernetes that
Microservices / Elastic Container Azure Container N simplify monitoring and
container Service Service
orchestrators for Kubernetes (EKS) | (AKS) cluster management

through auto upgrades

and a built-in
operations

console
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Compute (Continued)

Serverless

Lambda

Azure
Functions
Azure Event
Grid Web Jobs

Cloud
Functions

Enables users to
integrate systems and
run backend processes
in response to events
or schedules without
provisioning or
managing servers

Lambda @Edge

Functions on Azure
loT Edge

Runs functions at the
edge (directly on loT
devices) even with
intermittent cloud
connectivity

Batch computing

AWS Batch

Azure Batch

Runs large-scale parallel
and high-performance
computing applications
efficiently in the cloud

Scalability

AWS Auto Scaling

Virtual Machine
Scale Sets
Azure Auto Scaling

Instance
Groups

Service allowing
customers to
automatically change
the number of
instances providing a
particular compute
workload; configure
defined metric and
thresholds that
determine if the
platform adds or
removes instances
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

Management and Monitoring

Provides analysis of
cloud resource
configuration and
security so subscribers
can ensure they're
making use of best
Cloud advisor Trusted Advisor Azure Advisor Cloud Platform Security| practices and optimum

configurations

Provides a way for

o| Azure Reso_urce Manager| users to automate
Deployment VM extensions Cloud manual, long- running,
orchestration (DevOps) _ o| Azure Automation Deployment error-prone and
CloudFormation Manager frequently repeated IT
tasks

A unified console that

° Stac!<dri_ver simplifies building,
Clamech Monitoring Cloud deploying and
Azure Portal Shell Debugger managing cloud
Azure Trace Error resources
Monitor Reporting

Services to help
generate, monitor,
forecast and share
billing data for

AWS Usage and | -4 resource usage by
Management and Billing Report Azure Billing API Cloud Billing API time, organization or
monitoring (DevOps) product resources

A unified management
console that simplifies
building, deploying and

AWS operating cloud
Management Azure Portal Google Cloud Console | resources
Console
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Management and Monitoring (Continued)

An application
performance

management service
for

web developers on
Deployment faati Stackdriver Monitoring | multiple platforms,
orchestration (DevOps)| AWS X-Ray Azu_re Application 9 this

Insights Debugger

+ Azure Monitor lets them monitor live

web
Trace Error Reporting | applications, detect

performance anomalies
and diagnose issues

Provides deeper
insights

into applications and
cloud workloads by
collecting, correlating
and

AWS Application _ visualizing all machine
Azure Log Analytics Cloud Console

Discovery Service data, such as event
logs,
network logs and

Enables continuous IT

services and
compliance

through process
Administration automation and
configuration
management; helps
automate complex and

repetitive IT tasks

Amazon EC2 Systems | Operations Management
Manager Suite Cloud Console
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Comparison of AWS, Azure and GCP Cloud Services

BGD e-GOV CIRT

Area

AWS Service

Azure Service

GCP

Description

Sec

urity, ldentity and Access

Authentication and
authorization

Identity and Access
Management (1AM)

Azure Active
Directory / Premium

Cloud 1AM, Cloud
Identity- Aware Proxy

Control access to
services and resources
while offering data
security and
protection; create and
manage users and
groups, and set user
permissions to allow
and deny access to
resources

AWS Organizations

Azure  Subscription
and Service
Management +
Azure RBAC

Cloud 1AM

Security policy and role
management for
working with multiple
accounts

Multi-Factor
Authentication

Multi-Factor
Authentication

2-Step Verification

Service designed to
safeguard access to
data and applications
by requiring multiple
forms of identity
validation prior to
authentication users;
provides a range of
verification options.

Encryption

Server-side
encryption with
Amazon S3 Key
Management
Service

Azure Storage Service
Encryption

Provides encryption
for data at rest

Key Management
Service CloudHSM

Key Vault

Cloud Key
Management Service

Provides security and
works with other
services by providing
a way to manage,
create and control
encryption keys stored
in hardware security
modules (HSMs)
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Security, Identity and Access (Continued)

A firewall that
protects web
applications from

Application Gateway common web

Web Application - exploits; users can
Web Application Firewall define customizable
Firewall web security rules

Firewall - —
Provide basic firewall

protection and ingress
Security groups + and egress control to
network access control virtual netwg_rks

lists Network Security Firewall and/or specific cloud
Groups hosts

An automated security
assessment service
that improves the
security and
compliance of
applications, this
automatically assesses
applications, hosts and
C|0Ud SeCUI’Ity networks for

Inspector Security Center Command Center vulnerabilities or
deviations from best
practices

Security Service that allows
customers to create,
manage and consume
- certificates seamlessly

Certificate Manager App Service Certificates in the cloud

Provides cloud services
with protection from

AWS Shield Azure QDoS _ Cloud Armor distributed denial-of-
Protection Service services (DDoS)
attacks
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Security, Identity and Access (Continued)

Azure Active Identity and access
Directory Domain management cloud
AWS Directory Service +| Services + Windows solution that provides
Windows Server Active | Server Active - a robust set of
Directory on AWS Directoryon Azure capabilities to manage
laaS users and groups

A highly available,
Directory services global, identity
management service
for consumer- facing

\ Azure Active - applications that scales
Ggomep Directory B2C to hundreds of millions
of identities

Provides access to
audit reports,
compliance guides
and trust documents
from across cloud
services

AWS Artifact Service Trust
Platform

Compliance
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Comparison of AWS, Azure and GCP Cloud Services

BGD e-GOV CIRT

Area

AWS Service

Azure Service

GCP

Description

Networking

Cloud Virtual
Networking

Virtual Private Cloud
(VPC)

Virtual Network

Virtual Private Cloud

Provides an isolated,
private environment in
the cloud; users have
control over their
virtual networking
environment,
including selection of
their own IP address
range, creation of
subnets, and
configuration of route
tables and network
gateways

Cross-premises
connectivity

AWS VPN Gateway

Azure VPN Gateway

Cloud VPN

Provides secure VPN
connections between
on- premises and
cloud- based
workloads over the
internet

Domain name system

Service to manage
your DNS records and
hosts’ domain names,
plus routes users to
internet applications,
connects user
requests to data
centers, manages

network

Version# CIRT/MM/08-20/1.0

Route 53 traffic to apps, and
management Azure DNS Google Domains improves af)f) '
Traffic Cloud DNS availability with
Manager automatic failover
Global content
delivery network that
delivers audio, video,
applications, images
Azure Content Delivery | Cloud Content Delivery | and other files
Content delivery CloudFront Network Network
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Comparison of AWS, Azure and GCP Cloud Services

Area

AWS Service

Azure Service

GCP

Description

Networking (Continued)

Dedicated network

Direct Connect

ExpressRoute

Cloud Interconnect

Establishes a
dedicated, private
network connection
from a location to the
cloud provider (not
over the internet)

Load balancing

Classic Load Balancer
Network Load Balancer
Application Load
Balancer

Load Balancer
Application
Gateway

Cloud Load Balancing

Automatically
distributes incoming
application traffic to
add scale, handle
failover and route to
a collection of
resources

Version# CIRT/MM/08-20/1.0
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Comparison of AWS, Azure and GCP Cloud Services

Area

AWS Service

Azure Service

GCP

Description

Storage

Object storage

Simple Storage
Services (S3)

Azure Storage —
Block Blob

Cloud Storage

Object storage service
for use cases including
cloud applications,
content distribution,
backup, archiving,
disaster recovery and
big data analytics;
typically used for
content logs and files

Virtual server disk
infrastructure

Elastic Block Store

Azure Storage —

Persistent Disk

SSD storage optimized
for 1/0 intensive
read/write operations;
typically used for VHDs
or other random- write

(EBS) Page Blob type data
Provides a simple
interface to create
Shared file storage Elastic File System Azure Files Cloud Filestore and configure file

systems and share
common files

Backup / archival
storage

Glacier / S3 Infrequent
Access Data Archive

Azure Backup
Storage (Cool)/
Storage (Archive)

Cloud Storage
Nearline / Cloud
Storage Coldline

Backup and archival
solution allowing files
and folders to be
backed up and
recovered from the
cloud and provides
off- site protection
against data loss;
consists of two
components: the
software service that
orchestrates backup/
retrieval and the
underlying backup
storage infrastructure

Version# CIRT/MM/08-20/1.0
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Comparison of AWS, Azure and GCP Cloud Services
Area AWS Service Azure Service GCP Description

Storage (Continued)

Data transport solution
that uses secure disks
and appliances to
transfer large

AWS Import/ amounts of data; also
Export Disk Import/Export Data Transfer Service | offers data protection

during transit

Petabyte- to exabyte-
scale data transport
solution that uses
secure data storage
devices to transfer
large amounts of data
into and out of the
cloud, at lower cost

Bulk data transfer than internet-based
transfers
AWS Import/
Export Snowball
AWS Snowball Azure Data Box Transfer Appliance
Edge AWS
Snowmobile
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Marketplace

Easy-to-deploy and
automatically
configured third-party
applications, including
single virtual machine
Marketplace AWS Marketplace Azure Marketplace GCP Marketplace or multiple virtual

machine solutions

Developer Resources

Provides a managed
message-queuing
service for
communicating

Simple Queue between decoupled
; Azure Queue Storage | Cloud Pub/Sub p
Service (SQS) Q g application

components

Messaging

Serverless technology
for connecting apps,
data and devices
anywhere (on-
premises or in the
Simple Workflow - cloud) for large
Workflow Service (SWF) Logic Apps ecosystems of SaaS
and cloud-based
connectors

A turnkey solution for
publishing APIs to

API Gateway API Management Cloud Endpoints external and internal
consumers

Managed hosting
platforms providing
Web Apps easy- to-use services
Cloud for deploying and
Elastic Beanstalk Services API App Engine scaling web

Apps applications and
services

API management

CodeDeploy
CodeCommit Visual Studio - Developer tools for

CodePipeline Team Services scripting application
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Developer Resources (Continued)

Cloud service that
provides developers

Amazon Flexible With_a paymen_t

ApDp customer Payment Service, - - service for their
a0 ; Amazon Dev Pay cloud-based
payment service s

Fully managed build
service that supports
Visual Studio

DevOps AWS CodeBuild J Cloud Build continuous
J AnSdvigeq integration and

deployment

Cloud technology to
build distributed
applications using out-
of-the-box connectors
to reduce integration
challenges; connects
apps, data and devices
Backend process logic | AWS Step Functions Logic Apps on-premises or in the

cloud

Built on top of the
native REST APl across
all cloud services,

° ; various programming
Azure Command Line language- specific
) Interface (CLI) wrappers provide
Programmatic access Command' Lige Azure PowerShell Cloud SDK easier ways to create
Interface i
solutions
Community-led
- - templates for creating
Predefined templates | AWS Quick Start Azure Quickstart and deploying virtual
templates machine-based
solutions
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Comparison of AWS, Azure and GCP Cloud Services

Area AWS Service Azure Service GCP Description

BGD e-GOV CIRT

Internet of Things (1oT)

Azure loT Suite (loT

AWS loT Other Hub, Machine Learning’ Provides a
Services (Kinesis, Stream Analytics, Cloud preconfigured solution
Machine Learning, Notification Hubs, Dataflow for monitoring,
Internet of Things EMR, Data Pipeline, PowerBI) Cloud Iolr maintaining and
SNS, QuickSight) Core deploying common loT
scenarios
Managed service that
deploys cloud
intelligence directly on
10T devices to run in
Edge compute for l1oT | AWS Greengrass Azure loT Edge Cloud loT Edge on-prem scenarios
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BGD e-GOV CIRT Service Offer

Cyber Sensors Unit

Detecting intrusion, suspicious activity & development of methodology of assessing maturity
level of Critical Information Infrastructure in Bangladesh government IP network, thus sensor
network is being implemented.

Benefits Services

The major benefit for deploying cyber 1. Manual attack traffic patterns

sensor is “ldentify Cyber security threats” analysis and incident detection
inside the organization (where the cyber (threat hunting)

sensor is placed), for example monitor the 2. Suspicious Traffic analysis

IP network activity, finding unwanted 3. Anomaly detection

traffic in network, suspicious/malware 4. indexing and graphical review
related executables downloads into the platform to index all events for
network. Cyber sensor also provides fast deeper analysis

indexing and graphical review platform to

index all events for deeper analysis.

SI. Service detail Package name Fee

1. Installation and Commissioning of One-unit Cyber sensor 12,000,000.
One (one unit) Cyber Sensors Installation and 00
with 1G (ONE GE) Interface Commissioning -1G (One Time)
capacity Interface Capacity

(One Time)

2. Installation and Commissioning of One-unit Cyber sensor 15,000,000.
One (one unit) Cyber Sensors Installation and 00
with 10G (TEN GE) Interface Commissioning — 10G (One Time)
capacity interface capacity

(One Time)

3. Operations, Maintenance and Operations, 300,000.00
monthly sensor report for One- Maintenance, monthly (Per month)
unit Cyber sensor Per month sensor report one unit

per month

(Per month)
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Risk Assessment Unit

The Cyber Risk Assessment is an essential preventive measure that effectively mitigates the
possibility of the organisation's future cyber risks and challenges. The evaluation process relies
on an awareness of the critical resources that might be impacted by the danger or weakness.
The purpose of a risk assessment is to consider and classify threats by review of information
and data obtained from existing systems and the operational environment.

Criticality assessment: Critical assets identification of the organization

e Threat adjustment for assets: Determine the relevant threats, prioritize threats from
the threat catalogue and Map threats to Assets

e Control strength adjustment: This step assesses the effectiveness and adequacy of
controls in relation to the identified threats

o Assessment of security controls: Evaluate current state of implementation of security
controls of the Organization based on international threat reports and standards

e Risk identification and recommendation: Prioritize risk and provide risk mitigation

recommendation following international best practices.

Sl. Service detail Package name Fee
1. Risk assessment per Organization RA DHK 01 7,00,000.00
within Dhaka

Duration: 3 weeks minimum (5 days
onsite & 2 weeks offsite)
2. Risk assessment per Organization RA_OUTDHK_01 9,00,000.00
outside Dhaka
Duration: 3 weeks minimum (5 days
onsite & 2 weeks offsite)
3. Training on Basic Risk RA Training_Basic 60,000.00
Assessment Duration: 03
Working days Maximum
Participants: 10 Person
Venue: BGD e-GOV CIRT Premise
4. Training on Advanced Risk RA_Training_Advance 1,00,000.00
Assessment Duration: 05 Working
days
Maximum Participants: 10 Person
Venue: BGD e-GOV CIRT Premise
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Incident Handling Unit

BGD e-GOV CIRT receives information regarding cyber security incidents, triage incidents

and coordinate response. The incident handling unit provides following services:

e Vulnerability Assessment
Constantly performing vulnerability assessment to finding and measuring the severity
of vulnerabilities on assets located at the National Data Center as well as these

activities can be provided to the constituency on a special official request.

e Penetration Test

Performs penetration test to breach security defenses on assets as well as provides

the remediation for vulnerabilities by signing rules of engagement with constituency.

e Incident Analysis
Analyze incident evidence to find out the root cause of how the attack has been
made by the attacker and provides the best practice guidance in order to prevent

further attacks.

e Security Threat Notification
Receives cyber security threat information like zero-day vulnerability, malware
information, ransomware infection details etc. from trusted sources, filters and

distributes them among the constituency.

¢ Incident Coordination
Receives incident notification related to BGD e-GOV CIRT's constituent networks
from trusted CERT communities and forward those incidents to the concern

constituents for mitigation.

Benefits

e Discover the security flaws of the assets.

e Measure security defenses against cyber attacks.

e Mitigate the potential damage after a security incident.

e Strengthen your security defenses against future incidents with lessons learned.
e Be prepared for advanced cyber-attacks by receiving threat notifications.
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Sl Service detail Package name Fee
1. Server VAPT (Per Server) SERVER_VAPT 46,000.00

Description: Vulnerability assessment
and penetration test on server
operating system. This is a black box
test which doesn't require user
credential and this test will identify
possible installed services, running
services, open ports, service version
detection,
network
communications, patch information
etc.
2. Website VAPT (Per Domain) WEBSITE_VAPT 1,11,000.00

Description: Vulnerability assessment
and penetration test on website to
detect possible vulnerabilities. This
VAPT doesn’t require user credential.
This test will identify web technologies
and versions, SQL injection, Cross-site
scripting, Unrestricted file upload, Web
backdoor, Directory traversal etc.
Note: Each unique sub-

domain will consider as

domain.

3. Web Application VAPT (Per Domain) WEB_APPLICATION_  1,63,000.00
VAPT

Description: Vulnerability assessment
and penetration test on web
application  to  detect possible
vulnerabilities. This test may require
web application user credential to
conduct vulnerability assessment to
detect SQL injection, Cross- site
scripting, Unrestricted file upload,
Local or remote file inclusion,
Authentication bypass,
Misconfiguration etc.

Note: Each unique sub-domain will
consider as domain.
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IT AUDIT Unit
Auditor(s) To-Do List for the customers as follows,

Performing Audit
Prepare Audit Scope
Preparing Audit Framework for specific customer

Consulting with the documentation gap filling

charter
Preparing Audit Terms of Reference (TOR) for the

1.
2
3
4
5. Preparing Audit Engagement Letter and/or Audit
6
7
8. resources

9

Future Predictive or future roadmap to the customer
10. for complying with the next Audit period
11. Conducting Training
12. Not limited to above

Sl. Service detail Package name Fee
1. Audit assessment & Reporting per ITAUDIT_DHK_01 8,00,000.00
Organization within Dhaka
Duration: 4 weeks minimum (5 days
onsite & 3 weeks offsite)
2. Audit assessment per ITAUDIT _OUTDHK 01 10,00,000.00
Organization outside Dhaka
Duration: 4 weeks minimum (5 days
onsite & 3 weeks offsite)
3. Training on Basic Information ITAUDIT_Training_Basic_ 250,000.00
Security and Process Audit DHK
(Without Global Certification)
Duration: 05 Working days
Maximum Participants: 10 Person
Venue: BGD e-GOV CIRT Premise
4. Training on Basic Information ITAUDIT_ Training_Basic_ 350,000.00
Security and Process Audit Out DHK
(Without Global Certification)
Duration: 05 Working days
Maximum Participants: 10 Person
Venue: Client Premise

Version# CIRT/MM/08-20/1.0 49




Monthly Magazine

BGD e-GOV CIRT August 2020

Threat Intelligence Service

BGD e-GOV CIRT in association with global partners receive various threat intelligence
through relevant sources. These threat intelligences may be subscribed by Clls, Banking and

Financial Institutions for assuring cyber security in their domain.

Service detail Package name Fee
= Threat Intelligence will be Cyber BDT 1,00,000
provided to the entities such as Threat per
Critical Information Intelligence month.
Infrastructures, Banking and Minimum
Financial Institutions, Law Subscripti
Enforcement Agencies etc. on lyear.

= Domain /entity based threat
received from multiple sources
will be provided on monthly
basis.

= Critical threat intelligence will
be shared as and when
received.

= This service is purely on
subscription basis.

Service(s) Payment Terms

BGD e-GOV CIRT is extending its service to all the Government, Non-Government & Semi-
Government organizations. The proposal with service details of all services of BGD e-GOV

CIRT are listed below. Notable points regarding the proposals are:

. All the fees are in BDT.
. All the fees are excluding of any local VAT/TAX/AIT.
. All the fees of Cyber Sensor Unit are excluding of any customs

duty/levy/Clearing & forwarding agency charge/transportation of goods

charge.
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