Indicator of compromise (loC) of REvil ransomware

REvil ransomware

'Sodinokibi', also known as 'REvil' is a name for a family of Advanced Ransomware. It encrypts
(makes files and folders unreadable) important files in various formats and demands a ransom to
decrypt (make files and folders readable) them.

Sodinokibi, also known as ‘REvil’, is a ransomware-as-a-service (RaaS) model, discovered in April
2019. REvil ransomware operators have been observed while scanning one of their victim's network
for Point of Sale (PoS) servers by researchers with Symantec's Threat Intelligence team.

Its multiple infection vectors include exploiting known security vulnerabilities and phishing
campaigns. Sodinokibi encrypts a user’s files and can gain administrative access by exploiting known
vulnerability.

Basic security recommendation

Make regular backups of important files, both locally and externally.

Do not download files from suspicious sources or click on suspicious links.

Do not provide personal information when answering an email, unsolicited phone call, text
message or instant message. Phishers will try to trick employees into installing malware, or
gain intelligence for attacks by claiming to be from IT. Be sure to contact your IT department
if you or your coworkers receive suspicious calls.

Use reputable antivirus software and a firewall. Maintaining a strong firewall and keeping
your security software up to date are critical. It's important to use antivirus software from a
reputable company because of all the fake software out there.Do employ content scanning
and filtering on your mail servers.

Do make sure that all systems and software are up-to-date with relevant patches.

Indicators of Compromise (1oCs)

Indicator of compromise (loC) in computer forensics is an artifact observed on a network or in an
operating system that, with high confidence, indicates a computer intrusion.
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